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2. 80| 29

O 913 (Authentication)

- AREAH(O)]: FA, A|AH, C|HIO|A)Z 2HQI5H= A2
a 217t(Authorization)

- ARBAHO: 7A , AIAR, C{HIO| ) 7t A35H0] U= A| 2HRl5H= ¢
0 OAuth(Open Authorization)

- IR MEXSO0 O[ELt O Z2|7

°
o

S 2 KDoA % CH2 HAIO|E A0 XHAIS2| 0| Thsf 2AHO|E
0| Mo| M HPHS HOiS 4 Y BEHQI L0 M AREIE, HD YS st s 5
~ O] BfHLZ2 03] 7| YSOf Q8 AL El=E, O|ZE| T OfOpE 2 12, H0| AL, 0|22 AT E, E9/E 7}

N2 ALEASO| EFAL Of Z2[#|0[40[|Lt FAIO|EL| A7H0f| 2ot HEE SFE = U 58
0 OpenlD
— H|G2| XY EL2I OpenlD Xl EH(OpenlD Foundation)O| A &t2|St= Q15 =L

0 OIDC(OpenID Connect)

— OAuUth20ZZ2ZEZS AIES5I0 X Jjgtd = Sl Et= IDE2EZ
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https://ko.wikipedia.org/wiki/OAuth
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O Keycloak Q
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2. 80| 29

O LDAP (Lightweight Directory Access Protocol)
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3. OpenSource

Istio

- External Authorization

- Ol EfA3 & AM|~ HOS o QT A|ABO) 2IYst7| floh ZHQ) = CUSTOMS| Af 3k AHESHO] Istio QI
5 HMS BYSHE WS OIS
=

— OPA 215, oauth2-proxy, AL AL X8 2 F 2IZ M St S&tE H A& 7ts

T O

Z=X: https://istio.io/latest/docs/tasks/security/authorization/authz-custom/

3. External auth service made the
@ External Auth

Servi access decision (ALLOW/DENY)
ervice

,/ __________________ -'- __________________________________________________________________________________________________________________ \\
EA |2. Proxy delegates auth check
' .to external auth service

|
N O @ Front > O @ Backend
“ Service 4. Allowed by external auth Service

service, continue the request

1. Request to service

Istiod configured proxy to
talk with external auth service

e e e et et et o = =- ‘\ Istiod

O|0|X| &X: https://istio.io/latest/blog/2021/better-external-authz/
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3. OpenSource

O Keycloak Gatekeeper X|2l E&

Q _'LOAK Guides Docs Downloads Community Blog

Sunsetting Louketo Project

August 212020 by Bruno Oliveira
This post is more than one year old. The contents within the blog is likely to be out of date.

After careful consideration, we have decided to pull the plug on Louketo and start the EOL procedure. The plan is during the next 3 months to fix only critical bugs and security
issues. Everyone interested in capabilities provided by Louketo Proxy should look at OAuth2 Proxy project which is providing a similar set of capabilities and has a healthy and
active community.

A few months ago, the Keycloak team started Louketo — a joint effort to build a generic OAuth2 Proxy and possibly also begin an umbrella project for a set of OIDC related
integration libraries. The initial set of goals has not worked out. Keycloak Gatekeeper and OAuth2 Proxy projects hoped to merge and join efforts but for various reasons, this has
not worked out.

With Louketo and OAuth2 proxy providing similar features, OAuth Proxy being a more popular project with a bigger community we reached a conclusion there’s no reason to put
more effort into Louketo, when we can just contribute there.

What does it mean in practice?

O|O|X| &X: https://www.keycloak.org/2020/08/sunsetting-louketo-project.adoc
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3. OpenSource

O Oauth2-proxy
- o|H g, =0 ¢l

18

Iy
0%k
|El
M

— Architecture

Nginx :443
(SSL Termination)

l

oauth2_proxy
14180

l

secured upstream
http service

Auth Provider
(Google, Github, ...)

|

) |

oauthZ_proxy
443 (SSL)

'

secured upstream
http service

0|0|X| &X: https://oauth2-proxy.github.io/oauth2-proxy/

Auth Provider
(Google, Github, ...)

|
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U Architecture

5

Actor

OIDC &

1

L

Istio Gateway

Y

APP

KeyCloak

AN-EX S8t
D E—

OIDC 0|3

> Proxy

APP

OpenLdap
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4. 7HHI-E

O Proxy Architecture

APP

Actor

APP

APP

Actor

APP

APP

APP
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5. 70+t

ral

O OfjA| &4

v [ openinfra_community_2023

>

.idea

v IR certificate

> B _.openinfra.io
certificate.sh
minica.pem

minica-key.pem

v [ istio

£ local-authorizationpolicy_keycloak_dev.yaml

&) local-gateway.yaml

&3 localhost-vs.yaml
Y values-gateway-local.yaml

YA values-istiod-local.yaml

v [ keycloak

{-} dev-realm-export.json

YA values-keycloak.yaml

v B kube-prometheus-stack

YA values-kube-prometheus-stack-local.yaml

v B oauth2-proxy

Y values-oauth2-proxy-local.yaml

v B openldap-stack-ha

£ openldap-vs.yaml
Y4 values-openldap-stack-ha-local.yaml

install.sh

#1/usr/bin/env bash

# helm setting

# helm repo

helm repo add istio https://istio-release.storage.googleapis.com/charts
helm repo add helm-openldap https://jp-gouin.github.io/helm-openldap/
helm repo add oauth2-proxy https://oauth2-proxy.github.io/manifests
helm repo add bitnami https://charts.bitnami.com/bitnami

# helm update

helm repo update istio

helm repo update helm-openldap
helm repo update oauth2-proxy
helm repo update bitnami

# certificate

brew install minica

minica -domains '*.openinfra.io’ -ip-addresses XX.XXX.XX.Xx

kubectl create secret tls tls-secret --cert=./certificate/minica.pem --key=./certificate/minica-key.pem -n istio-ingress

#istio

helm upgrade --install istio-base istio/base -n istio-system --version 1.18.0 --create-namespace

helm upgrade --install istiod istio/istiod -f ./istio/values-istiod-local.yaml -n istio-system --version 1.18.0 --create-namespace

helm upgrade --install istio-ingress istio/gateway -f ./istio/values-gateway-local.yaml -n istio-ingress --version 1.18.0 --create-namespace

# istio ingress-gateway

kubectl apply -f ./istio/local-gateway.yaml|

# istio virtual service

kubectl apply -f ./istio/localhost-vs.yaml

#istio

kubectl apply -f ./istio/local-authorizationpolicy_keycloak_dev.yaml

# openldap

helm upgrade --install openldap-stack-ha -f ./openldap-stack-ha/values-openldap-stack-ha-local.yaml helm-openldap/openldap-stack-ha
-n openldap --version 4.1.1 --create-namespace

kubectl apply -f ./openldap-stack-ha/openldap-vs.yaml

# keycloak
helm upgrade --install keycloak -f ./keycloak/values-keycloak.yaml bitnami/keycloak --version 15.1.4 -n keycloak --create-namespace

# kube-prometheus-stack
helm upgrade --install ps -f ./kube-prometheus-stack/values-kube-prometheus-stack-local.yaml prometheus-community/kube-prometheus-stack
--version 41.6.0 -n ps --create-namespace

# oauth2-proxy

helm upgrade --install dev -f ./oauth2-proxy/values-oauth2-proxy-local.yaml oauth2-proxy/oauth2-proxy --version 6.13.1
-n oauth2-proxy --create-namespace

kubectl apply -f ./oauth2-proxy/openldap-vs.yaml
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. A s
A2} 22| openldap  openldap.openinfra.io  oauth2-proxy N/A i T

. . CHAIEE, AFRA} B El2 Tk}
Admin admin D= 22 3| AA0| HHA

HE=Z!/ o dev.openinfra.io helm A2 ) - _
27 A2} el /grafana = Editor system OAIEE, Z0 L M 552 210 HY
Viewer user CHAIZE R ZES = 4 US
Infra HIEZ dev.openinfra.io ~ . ; ——
P prometheus /prometheus oauth2-proxy N/A admin, system app At 2121 oFgt

dev.openinfra.io

Infra HIER! 22t | alertmanager
! o - /alertmanager

oauth2-proxy N/A admin, system app Ak 2191 okt
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6. 70 AlH

O Userx

= s’ dc-openinfradays, dc=kr (3)

___User | Group | HIm
“* cn=admin
dasomell admin Zt2| Xt
E}Q ou=Groups (3) - |
: sysadmin system AlAH
& cn=admin y y =5
: QIHI AR
& cn=system user01 user QIHIAF K01
g cn=user user02 user AHtALE XH02
- Create new entry here
E}& ou=Users (4) Users
Users are the users in the current realm. Learn more [£
‘ cn=dasomell —
‘ Cn-sysadmin Q * X = Delete user 1-4 ~
‘ cn-user01 D Username Email Last name First name Status
‘ Cn-useroz [] dasomell dasomell@gmail.com 0|71t - -
D sysadmin sysadmin@openinfra.ai PNENC - -
) Create new entry here [] userol userOl@openinfra.ai LUABRIO - =
- Create new entry here [:| user02 userO2@openinfra.ai UYALZXL02 - -
OpenLDAP Keycloak
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6. 70 AlH

O Group 9=

5 openldap-stack-ha.openldap ©
Eaeol @@ d e

Template: Default

cn=admin

schema search refresh info monitor import export logout

Logged In as: cn=admin
@ Refresh 2 Show internal attributes
=3 dc=openinfradays, de=kr (3)
& cn=admin Q Switch Template @ Export
Sk ) aun Copy or move this entry @ Delete this entry
& Rename & compare with another entry
Create a child entry [& Add new attribute

cn=system

& cn=user Hint: To delete an attribute, empty the text field and click save.

Create new entry here
=& ou=Users (4)
B cn=dasomell
. cn=sysadmin
8 cn=usero1
‘ cn=user02
Create new entry here
Create new entry here

g

¥ Hint: To view the schema for an attribute, click the attribute name.

member

E>| |cn=dasomell,ou=Users.dc=openinfradays,dc=kr

(add value)
(modify group members)
Q Searc... > Groups > Group details
objectClass [7_‘ g
|| Exact searc i Action
® groupOfNames admin ]
1-3 ~
(add value) —
Child groups Members Attributes Role mapping

Update Object

Add member [ Include sub-group users 1-1 v

First name Last name Membersh...

system

OpenLDAP

user ‘7‘ Name Email

[[] dasomell dasomell@gmail.com - o|7|8t /admin :

Keycloak
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6. 70 AlH

O Group 9=

b openldap-stack-ha.openldap ©
E ® 0 H S 4

schema search refresh info monitor import export logout
Logged In as: cn=admin

=9 dc=openinfradays, de=kr (3)
= cn=admin
=& ou=Groups (3)
& cn=admin

o cn=system

Create new entry here
=& ou=Users (4)
‘ cn=dasomell
B8 cn=sysadmin
‘ cn=user01
‘ cn=user02
Create new entry here
Create new entry here

cn=system

Server: openidap-stack-ha.openidap Distinguished Name:

cn=system,ou=Groups,d

@ Refresh
Q Switch Template

Copy or move this entry
[E rRename
Create a child entry

=openinfradays,dc=kr
Template: Default

# Show internal attributes
@) Export

@ Delete this entry

K Compare with another entry
@ Add new attribute

¥ Hint: To delete an attribute, empty the text field and click save.

¥ Hint: To view the schema for an attribute, click the attribute name.

member

2

cn=sysadmin,ou=Users,dc=openinfradays,dc=kr

(add value)

(modify group members)

objectClass

@ groupOfNames

(add value)

Q Searc.. =

\:\ Exact search

[ Update Object |

OpenLDAP

system

user

Groups > Group details

system

Attributes

Add member [] Include sub-group users

Child groups Members

‘_‘ Name Email

Role mapping

First name

Last name

Action

Members.

-

[7] sysadmin sysadmin@openinfra.ai

- Alag]

/system

1-1 ~

Keycloak
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6. 71

T Al

O Group 9=

a openldap-stack-ha.openldap ©
B @ @& 0 H @ 4

schema search refresh info monitor import export logout

cn=user

Server: openidap-stack-ha.openidap Distinguished Name:
cn=user,ou=Groups,dc=openinfradays,dc=kr
Template: Default

Logged In as: cn=admin

& Show internal attributes

@ Export

@ Delete this entry
K Compare with another entry
[@ Add new attribute

¥ Hint: To delete an attribute, empty the text field and click save.

@ Refresh
§ Switch Template

Copy or move this entry
& Rename
Create a child entry

=® dc=openinfradays, dc=kr (3)
"I‘ cn=admin
=@ ou=Groups (3)
& cn=admin

cn=user

Create new entry
=& ou=Users (4)
‘ cn=dasomell

¥ Hint: To view the schema for an attribute, click the attribute name.

.. cn=sysadmin required, rdn
B cn=usero1 *
‘ cn=user02
Create new entry here
Create new entry here
member required

1 &
| &

» |cn=user01,ou=Users,dc=openinfradays,dc=kr

» |cn=user02,0u=Users,dc=openinfradays,dc=kr

Catraey
(modify group members)
Q Searc.. >

objectClass

\:\ Exact search

@ groupOfNames

(add value)

[ Update Object |

OpenlLDAP

Groups > Group details

user Action +
Child groups Members Attributes Role mapping
Add member [] Include sub-group users 1-2 ~
‘7‘ Name Email Firstname  Lastname Members...
[(] user02 userO2@openinfra.ai - ULAIE 02 Juser :
\7\ user0l userOl@openinfra.ai - YUYALRXHO1 Juser :

Keycloak
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6. 70 AlH

O OIDC AlE&l= APP

- (209 zzHs

https://dev.openinfra.io/grafana/

¥

https://dev.openinfra.io/grafana/login

¥

https://dev.openinfra.io/grafana/login/generic_oauth COREEEFRACOMMUNITYSDAYS KOREA 2023

¥

https://dev.openinfra.io/keycloak/realms/dev/protocol/openid-
connect/auth?access_type=online&client_id=grafana&redirect_uri
=https%3A%2F%2Fdev.openinfra.io%2Fgrafana%2Flogin%2Fgeneri
c_oauth&response_type=code&8scope=openid+profile+email+gro
ups&state=Hj2xwnZWmQLwuzcdBCM_s8Maykz282kEroCKWpE;jsIO
%3D

Sign in to your account

grafana/ documen... 7|E}

=] login documen... /grafana/

=] generic_oauth documen... /grafana/login

=] auth?access_type=online&client_id=grafana&... document  /grafana/login/generi...
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O OIDC AlE&l= APP
- [23Ql] 2R

https://dev.openinfra.io/keycloak/realms/dev/login-
actions/authenticate?session_code=_tOHhFU_79bdFgLv2KYOluCxtl
9830SHchc9Z-K99Gg&execution=b2e292e2-802d-44a4-9491-
67bc9e88d0d58&client_id=grafana&tab_id=U4TLxCUBNXO

. . . . Si t
https://dev.openinfra.io/grafana/login/generic_oauth?state=qJfoYx e
Rx26tZ5rlcz3GhYBOFV_6Y61qVdJuTeBw509E%3 D& session_state=be Change password

4c8787-8468-48c4-8532-df7ab348c7b9&code=fd814df8-7cec-
421d-9d71-9f1615010637.be4c8787-8468-48c4-8532- o~
df7ab348c7b9.c45cdb3d-c4d4-4530-a581-9c5c4aa8d6dd Preferences

.

https://dev.openinfra.io/grafana/

Notification history

0|7|5}

=] authenticate?session_code=_tOHhFU_79bdF... 302 documen... “Z|E 20kB 4...
=] generic_oauth?state=qJfOYxRx26tZ5ricz3Gh... 302 documen... /keycloak/realms/de... 295B 8...

=] grafana/ 200 document  /grafana/login/generi... 405kB 1...
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O OIDC AlE&l= APP
- [23Ql] 2R

Sessions Action ~

Sessions are sessions of users in this realm and the clients that they access within the session. Learn more [

Y All session types v Q Search session > 1-1 ~
User Type Started Last access IP address Clients
dasomell REGULAR 7/2/2023,11:50:07 AM 7/2/2023, 11:50:07 AM 10.211.55.20 grafana :

J

Configuration

Organization: Main Or

A Users

Login Email Seen Role

. admin admin@localhost 18 minutes  Admin

,S‘ dasomell@gmail.com dasomell@gmail.com 0|78t 1 minute Admin
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O OIDC AlE&l= APP
_[2701] A|AEIIE|RH

— O -

Sessions Action

Sessions are sessions of users in this realm and the clients that they access within the session. Learn more [£

Y All session types v Q Search session 2> 1-2 ~

User Type Started Last access IP address Clients

dasomell REGULAR 7/2/2023,11:50:07 AM 7/2/2023,11:50:07 AM 10.211.55.20 grafana :
sysadmin REGULAR 7/2/2023, 11:52:57 AM 7/2/2023,11:53:14 AM 10.211.55.20 grafana :

Configuration

Janization: Main Org

Sign out
Change password

Notification history
Login Email Seen Role

Preferences
admin admin@localhost 21 minutes  Admin

A|AE]

dasomell@gmail.com dasomell@gmail.com o0|718t 4 minutes Admin

sysadmin@openinfra.ai sysadmin@openinfra.ai A2ad 1 minute Editor
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O OIDC AlE&l= APP
- [23Ql] ZRAREARO

Sessions Action

Sessions are sessions of users in this realm and the clients that they access within the session. Learn more [£

Y Allsession types v Q Search session > 1-3 ~

User Type Started Last access IP address Clients

dasomell REGULAR 7/2/2023,11:50:07 AM 7/2/2023, 11:50:07 AM 10.211.55.20 grafana :
sysadmin REGULAR 7/2/2023,11:52:57 AM 7/2/2023,11:53:14 AM 10.211.55.20 grafana :
userO1 REGULAR 7/2/2023,11:56:06 AM 7/2/2023,11:56:22 AM 10.211.55.20 grafana :

Sign out
Change password
Notification history

ad admin@localho es  Ad Preferences

A0
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O OIDC AlE&l= APP

- Grafana 4%

grafana:
defaultDashboardsTimezone: Asia/Seoul
adminPassword: xxxx
grafana.ini:
grafana_net:
url: https://dev.openinfra.io/grafana
server:
domain: dev.openinfra.io
root_url: https://dev.openinfra.io/grafana
serve_from_sub_path: true
auth.generic_oauth:
enabled: true
tls_skip_verify_insecure: true
name: "Keycloak"
allow_sign_up: true

client_id: "grafana" X'—% E:L (&I AE-I IC-)l
client_secret: "bquuaPKNixHsKmOumP_.., ., .- :I'LI '<'5|. M X
scopes: "openid profile email groups" =L = O

email_attribute_name: email
auth_url: "https://dev.openinfra*  ..eycloak/realms/dev/protocol/openid-connect/auth"

token url: "https://dev.oper’..ra.io/keycloak/realms/dev/protocol/openid-connect/token"
ps:// peri /v / /dev/p /op / X'_%E:LOIJE:L

= ninfra.io/keycloak/realms/dev/protocol/openid-connect/userinfo"

oauth auto Iogln true
role_attribute_path: "contains(groups[*], '/admin') && 'Admin' | | contains(groups[*], '/system') && 'editor' | | 'Viewer"" | |

logger=context userld=0 orgld=0 uname= t=2023-07-02T02:56:22.23928962Z level=info
msg="0OAuth auto login enabled. Redirecting to /grafana/login/generic_oauth"
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O OIDC OjAlE El:= APP

http://openldap.openinfra.io/

‘ OPENINFRA COMMUNITY DAYS KOREA 2023

https://dev.openinfra.io/keycloak/realms/dev/protocol/openid-
connect/auth?client_id=oauth2- Sign in to your account
proxy&nonce=vSK4I5ciElU92GdTbUDLPIjFpNzHzr1QxIAWEUMGTyM&redir
ect_uri=http%3A%2F%2Fopenldap.openinfra.io%2Foauth2%2Fcallback&re
sponse_type=code&scope=openid+email+profile+groups&state=00TuGOy
LBWqFnPj8azwOk3iwFRBzjzBxqCNS8E9DMOuUU%3Ahttps%3A%2F%2Fopenl
dap.openinfra.io%2F

=] openldap.openinfra.io 302 documen... 7|E}

=] auth?client_id=oauth2-proxy&nonce=vSK4l... 200 document openidap.openinfra....
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0 OIDC O|AIE El= APP
- [23el] &2fAf

https://dev.openinfra.io/keycloak/realms/dev/login-
actions/authenticate?session_code=XqQawDNXrhhknVw4hdk17hnAamy2wMROzS9TOG2hpMY &execution=b2e292e2-802d-44a4-
9491-67bc9e88d0d5&client_id=oauth2-proxy&tab_id=sR_rTHb3JNc

-

http://openldap.openinfra.io/oauth2/callback?state=00TuGOyLBWqgFnPj8aZwOk3iwFRBzjzBxqCNS8EIDMOuUU%3Ahttps%3A%2F%2Fo
penldap.openinfra.io%2F&session_state=e8f8f10e-0ef3-4e28-814e-0154871b89988& code=66a0d750-bcc8-4c02-bb5d-
b0088049444d.e8f8f10e-0ef3-4€28-814e-0154871b8998.29593503-a23c-4a2c-9cee-112e247b70eb

¥

https://openldap.openinfra.io/oauth2/callback?state=00TuGOyLBWqFnPj8aZwOk3iwFRBzjzBxqCN8E9IDMOuUU%3Ahttps%3A%2F%2F
openldap.openinfra.io%2F&session_state=e8f8f10e-0ef3-4e28-814e-0154871b8998& code=66a0d750-bcc8-4c02-bb5d-
b0088049444d.e8f8f10e-0ef3-4e28-814e-0154871b8998.29593503-a23c-4a2c-9cee-112e247b70eb

&

https://openldap.openinfra.io/

=) authenticate?session_code=XqQawDNXrhh... documen... 7|E}
callback?state=00TuGOyLBWqFnPj8aZwO... documen... dev.openinfra.io/ke...

callback?state=00TuGOyLBWqFnPj8aZwO... documen... /oauth2/callback?st...

openlidap.openinfra.io document /oauth2/callback?st...

Page | 25



6. 70 AlH

O OIDC OjAIE El= APP
- [2aQl] 22lAt

Sessions

Y All session types v Q Search session >
User Type Started Last access IP address
dasomell REGULAR 7/2/2023,12:24:42 PM 7/2/2023,12:24:42 PM 10.211.55.20

Action

Sessions are sessions of users in this realm and the clients that they access within the session. Learn more “

Clients

oauth2-proxy
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- [23Ql] LRAREARO

https://dev.openinfra.io/keycloak/realms/dev/login-actions/authenticate?session_code=)J-
4w9U8mK20CtyNiJjvOXxP2xMwgmOjc4Z9z-bRRI2k& execution=b2e292e2-802d-44a4-9491-67bc9e88d0d58&¢client_id=oauth2-

proxy&tab_id=R1yDRLiOnaQ

http://openldap.openinfra.io/oauth2/callback?state=WN102MZZ0H9c5MQKYbpdzZUjJClaba6YhIU-4sOi-
bs%3Ahttps%3A%2F%2Fopenldap.openinfra.io%2F&session_state=3d5fa479-55ea-415b-a5ec-d947a60779e4&code=5bde83ef-
19dc-419b-8937-2bcf7bbeba73.3d5fad79-55ea-415b-a5ec-d947a60779e4.29593503-a23c-4a2¢c-9cee-112e247b70eb

¥

https://openldap.openinfra.io/oauth2/callback?state=WN102MZZ0H9c5MQKYbpdzZUjJClababYhIU-4sOi-
bs%3Ahttps%3A%2F%2Fopenldap.openinfra.io%2F&session_state=3d5fa479-55ea-415b-a5ec-d947a60779e4&code=5bde83ef-
19dc-419b-8937-2bcf7bbeba73.3d5fad79-55ea-415b-a5ec-d947a60779e4.29593503-a23c-4a2¢-9cee-112e247b70eb

=] authenticate?session_code=J-4wSU8mK20... 302 documen... 7|E}

=) callback?state=WN102MZZ0H9¢c5MQKYbp... 301 documen... dev.openinfra.io/ke...
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O OIDC OjAIE El= APP

- [23Ql] LRAREARO

Action =

Sessions

Sessions are sessions of users in this realm and the clients that they access within the session. Learn more [4

Y Allsession types v Q Search session > 1-2 ~
User Type Started Last access IP address Clients
dasomell REGULAR 7/2/2023,12:24:42 PM 7/2/2023,12:24:42 PM 10.211.55.20 oauth2-proxy
userOl REGULAR 7/2/2023,12:27:03 PM 7/2/2023,12:27:03 PM 10.211.55.20 oauth2-proxy

\

Forbidden

More Info

Invalid session: unauthorized

Request ID: 948a3bf4-ed7d-45a3-8932-c508445a9896

BTN T
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6. 70 AlH

O OIDC O|A|S &l = APP
- OAuth2-proxy &%

alphaConfig:
enabled: true
configData:
providers:
- id: oidc-istio
clientlD: oauth2-proxy
clientSecret: zddgG9jiOp: OJ7|' '5.|_g_ :I__E_
provider: keycloak-oidc
loginURL: https://dev.oper .0/keycloak/realms/dev/protocol/openid-connect/auth
redeemURL: https://dev  .infra.io/keycloak/realms/dev/protocol/openid-connect/token

profileURL: https://de’ seninfra.io/keycloak/realms/dev/protocol/openid-connect/userinfo
validateURL: https:/’ .ev.openinfra.io/keycloak/realms/dev/protocol/openid-connect/userinfo
scope: "openid eriail profile groups"
allowedGroups:
- /admin
- /system
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[ =

O Kubernetes Pod

- Kubectl get pod -A
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